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* RHUL M.Sc. In Information Security Graduate (Class of 2002),

* Ph.D. and Post-Doctoral Research in Incident Response at the
University of Piraeus, GR (2004-2012),

e Literati Network’s Award for Excellence (2011),

* Chief Technology Officer of ADACOM, Startup Advisor, Cyber
Volunteer,

* Managed and delivered projects in 28 countries.
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The traditional Internet
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The “Internet of Things” (loT)/ Industry 4.0

Level of Decision
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Smart Traffic Environments

The Intelligent Car

Smarter traffic management could
reduce vehicle wait time by 40%, and
travel time by 26%. Think smart street
lights and roads that better manage
traffic flow efficiency, and street signs
that display relevant location-hased data.

(Almost) as Smart as You

The Internet of Things (loT) is spurring the development of innovative technologies that are
delivering new ways for cars to inform, entertain and assist drivers in a safe and comfortable way.
Here’s a look at how technology is changing daily commutes, both now and in the future.

TO D A Car owners and buyers ‘
want the latest technolo- Local analytics could be applied to thousands of on-board TOMORROW
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Environment-

friendly design Regional EMS Smart Buildings
: buildings (Control center) linked through
Wind farm : ; Regional EMS
Battery storage . \
systems

Next-generation vehicle
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Discover the Internet using search queries shared by other users.
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Our Challenges are Cultural

...not technical !



HOW DOES THAT HELP
YOU UNDERSTAND
TECHNOLOGY THAT IS
SIX MONTHS OLD IN A
YOUTH—-ORTIENTED
CULTURE?

I KNOW WHAT T™M
TALKING ABOUT. 1
HAVE THIRTY YEARS
IN THIS INDUSTRY!

PLEASE DON'T
HIT ME WITH
YOUR MODEM.

2010 Scott Adams, Inc./Dist. by UFS, Inc.
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Symptoms
Root Causes
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What We Can Do







MODIFIED MERCALI INTENSITY SCALE
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Affected cities of Haiti
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| A TALE OF TWO QUAKES

In the span of two months, two massive earthquakes struck in Haiti and Chile.
But while the temblor in Chile registered much higher on the Richter scale, the
loss of life and damage in Haiti was far more severe. Why is that? Chile—which
has experienced serious earthquakes in recent decades—has a robust building
code to make sure buildings are earthquake resistant; Haiti has no code to
speak of. And a look at both quake's scores on the Modified Mercali Intensity
Scale—which is used to measure how earthquakes affect those experiencing
them—shows that while Chile's quake may have been stronger overall, Haiti had a
larger papulation and more urban areas hit by more intense and damaging shaking.
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o%,% IOT ANALYTICS Insights that empower you to understand loT markets

loT Security happens on four different levels
Device, Communications, Cloud, and Lifecycle Management

User Device(s) Gateway Connection Applications

loT Q. cRM || ERP
Solution “ g -6 “ E “/rf\\\“ mﬁ

elements

l Platform I

@I Secure Device (Hardware) [ Secure Communications 2.3 Secure Cloud
@& » Physical security @& F» Access control @ X¥» Data at rest
@& X¥» Data at rest @& F» Firewall / IPS / IDS @ X » Platform & application
@& > Chip security @& F¥» End-2-End encryption integrity verification

Security -
compo- @ X Secure booting @& » Unified threat management

nents @I 15» Device authentication

@ X» Device identity

[ 2.4 ] Secure Lifecycle Management
@& FW» Risk assessment @& » Updates & patches @ X¥» User awareness assessment
@ IFW» Policies & auditing @ %» Vendor control @X%» Secure decommissioning

@EW Activity monitoring

Copyright © 2017 by www.iot-analytics.com All rights reserved

Source: |oT Analytics
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Fig. 3. Mumber of publications for Internet-of-Things and Internet-of-Things Securnity related articles. As of December 2006 [ 14].
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Available Research Data

Table 2
A brief summary of the characteristics of IoT frameworks.

10T Framewark
Company

SmartThings
Samsung

AWS 1T
Amazon

Cahrin
Ericsson

Brillo/Weawe
Coozle

Kura
Eclipse

ARM Mbed
ARM

HomeKit
Apple

Azure [oT
Microsoft

Architecture
Components

Programming
Language

Hardware
Dependencies

Software
Dependencies

Compatible
Hardware

Supported
Application
Protocols
Supported Comnn-
mumnication
Protocols
Security
Aurchentication

Access Control

Communication

Cryvprography

+ Cloud Backend
+ Smart
Dewices +
SmartThings
Hub +
SmartThings
Home App.

Groony

+ SmartThings
Hub

The Home app.

All MCUs thar
support
compatible
communication
probocols.

ZigBee +
F-wawe + WiFi
+ BLE

Ouch) OAuch2
protocol.

Capabilinyr
modef Rules
for granring
permissions +
Sandboxing
Technigue
SS5L/TLS

128-bits AES
protocol.

+ Cloud services
+ Smart devices
+ Dewvice
Gareway +
Rules Engine +
Registry Unit +
Dewvice Shadomww

Any language can
use Resitful AP1

+ {oprionally)
AWSE hub

Any MOU can be
configured
using C.
arduino
platforms. or
Mode._js

HTTP +
webSockers +
MOTT

All

X509
Certificates +
AWYS LAM +
AWS Cognito

LAM Roles +
Rules Engine +
Sandboxing

S5L TLs

128-bits AES +

+ Actors: smart
embedded
dewvices. smart
phones, cloud,
servers. + Flow
based
compuring

+ CalrinScripr +
Python + others

Ay MOU with
communication
capabilities

WiFi + i2c + BT
+ orhers

X.509
Certificates +
sim-based
Identiny

Configuration
files

S5Lf TLS

ECC protocol

+ physical devices

e
BrillofAandroid
as O5 + OTA
servers + Cloud
Services

Ay
pProgramiming
language can
talk through
Weawe SDK

MNOMNE

+ Brillo OS5 +
Weawe SDK

Ay MCOU with
memory
35 MB

HTTP + XMPP

WiFi + BLE +
Erherner

OAuth 2.0 +
TEE

SELinux + ACL
+ Sandboxing:
UIDEGID

SEL/TLS

Full disk
encry ption
supported by
Linux kernel

Jawa/OSGi based.

+ WM 70 or later

Linux based
dewvices that
support VM
7.0+

MQTT + CoAP

WiFi + BLE

secure sockets

Security
Manager +
Runrime
Policies

Multiple
cryprography
primitives

+ Mbed O5 +
Mbed device
Connmecror +
mbed Cloud +
mbed Client +
ARM Cortex-h
MACLY

+ C++ for device
side + multiple
for user side

+ ARM MCU

+ mbed OS5 +
mbed Client

+ 32 bits ARM
Cortex-M MCUs

+ CavP + HTTP +
MOQTT + others

All

+ X.509
Certificates +
other standards
{mbed TLS)

+ uWisor + MPLU

+mbed TLS

+ mbed TLS
Hardware
Crypto.

+ Home Conf.
D.B. + HAP +
HomeKir APl +
HomeKir-
enabled
devices

Swwift +
ObhijectiveC

(oprionally)
Apple TV =
[optionalby
HomeKit bridge
05 4+ warchos
+ ovOS +
HomeKit app.
All dewices that
support Apple's
MFi licensed
rechnolosy +
All devices can
connect to
HomeKit bridge
HTTP

WiFi + BLE =
ZigBee +
E-wwawe

Ed25519
public/private
key signature +
Curnve25519
keys
Sandboxing +
10S securnity
archirecrure +
ASLR Technique

TLS/DTLS +
Perfect Forward
Secrecy
256-bits AES =
manmy others

+ Cloud backend
+ Cloud
Services +
Cloud Gateway
+ Smart
Devices

+ C + Mode.js +
Java + Python +
Met

+ Azure IoT Hub

All dewvices that
have G4KB
RAM and RTC
and support
SHA-256

HTTP + MQTT +
AMQP

WiFiL + ZigBee +
Fwawe +
orhers

X.509
certificates +
HMAC-SHAZ56
signarure

Azure Active
Directory
Policies +
Access control
rules of Azure
10T hub
TLS{DTLS

Multiple
cry ptographbns
primitives
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*In case of

- FIRE

1. SOUND THE ALARM Sl
2. CALL 911 ‘ﬁ

3. USE EXTINGUISHER ‘&~
4. EXIT BUILDING USING STAIRS

: - : 5. CLOSE DOORS BEHIND YOU
FI re precaUtlon “3 ] 6. ... add what fits best your situation
keep clear |

)
NN NN " " “"“"“"“"“"“"“"“"“""
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ATTACK ORIGINS ATTACK TYPES

# COUNTRY i PORT  SERVICE TYPE

347 == United States m 25 QO smtp

212 =" china 141 23 O telnet

30 mm Ukraine 145 8080 Q) http-alt

1 "™ Czech Republic 55 5900 Orfb

14 === Netherlands 42 3389 (O ms-wbt-server

13 EA south Korea 19 50864 (O xsan-filesystem

K] = Germany 17 445 O microsoft-ds

1 N Spain 15 3306 Q mysql

8 B Romania 11 138 O netbios-dgm
B Moldova 10 1433 () mssqgls

ATTACK TARGETS

#
497

201
42
2
15

(;1@

QN

=
\
)
b

~BE Norway

COUNTRY
== United States

= yUnited Arab Emirates

ENN Spain
W italy
- Singapore *

= saudi Arabia

— Thailand

2% United Kingdom
B France

“TIMESTAMP
152?8:48.55

LIVE ATTACKS

ATTACKER
Telenet Operaties N.V.

342 Chinanet Hubei Province Network
Vodafone Turkey

GestipyDe Direccionamiento Uninet

crosoft Corporation
Microsoft Corporation
rosoft Corporation
Microsoft Corporation

Chinanet Yunnan Province Network

ATTACKER IP
84.193.112.92

116.21 1-.Q.90
8.38.108.69
188.68.224.62
201.122.217.24
157.56.110.245
207.46.100.254
157.56.110.249
207.46.100.254
182.243.333

ATTACKER GED
Hasselt, BE

Wuhan, CN
istanbul,

Olsztyn, PL

TARGET GEO

ATTACK TYPE

De Kalb Junction..telnet
Ubon Ratchatha...nd!-aas

Lynnwood, US
Dubai, AE

Tlaquiltenango, ...Dubai, AE

De Kalb Junction..smtp
&

D Ib Junction..smtp

Redmond, US
Redmond, US
Redmond, US
Redmond, US
Kunming, CN

Lynnwood, US

telnet

http-alt

microsoft-ds

e Kalb Junction..smtp
Kalb junction..smtp

xsan-filesystem

3128

8080

& &

25
50864
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Online Trust Alliance
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Thanks for Watching !

dpatsos@adacom.com

United Kingdom Greece Israel
London Athens Tel Aviv
16 Great Queen St., 25 Kreontos St., 16" Ha’ Melecha St.
WC2B5AH Covent Garden 104 42 Athens 48091 Rosh Ha’Ayin

+44 203 126 4590 +30 210 5193740 +972 74 7019424



